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Announcements

1 SVN repositories are up (use them!)
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Multiplayer Games

1 Why Multiplayer Games?

— Humans are better at most strategy than
current Als

— Humans are less predictable

— Can play with people, communicate in natural
language
— Add social aspect to computer games

— Provides larger environments to play in, with
more characters

— Make money as a professional game player




Turn-Based Multiplayer Games

1 Pros: easy to implement

1 Cons: not really fun because players need
to walit for their turn
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Battle Chess (1988) Whirlwind Snooker (1991)




Split-Screen and Shared-Screen
Multiplayer

1 Pros: No latency issues. Nice, simple, fun!
1 Cons: scalability, physical location
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Shared-Screen (Battle Squadron)

Split-Screen (Mario Kart Double Dash)




Small Group Multiplayer Games

1 players form ad-hoc, short-lived sessions
1 any client can be a server

1 requires matchmaking service:
— built-in lobby or use GameSpy

1 Limited world size / player count
1e.g. Shooters, RTS, Racing




Small Group Multiplayer Games

1 E.g. Counter Strike

1 “Terrorists vs. SWAT
team”

According to Wikipedia
“the most widely played
online first-person
shooter in the world® (as
of May '06)

Released '99...still
played today (CS Source)




Massive Multiplayer Online Games
(MMOGS)

1 Persistent World State (sometimes even
persistent character state)

1 Thousands of people playing

simultaneously
1 Most MMOGs are MMORPGs
1 Some are MMOSGs (SG= Social Games)




MMORPGS

1 Ultima Online (Origin Systems/EA,
gold Sept. 27, 97):
— Isometric view
took 3 years to develop
> 100,000 players in 1998
240,000 players in 2001,
225,000 in Apr. 2003

1 Everquest (Verant/Sony, gold Mar. 16
1999):
— first non-wireframe 3D entry,
— 300,000 players in 2000,
— 430,000 in 2002
— total revenue: $4 mil/month (BW, 11/9/01) =§




More MMORPGs

1 Lineage & Lineage 2

— In S. Korea
14 million players in 2003,
1110,000 concurrent players!

— Lineage Il (3D) developed by UO’s/Destination
Games’ Richard Garriott (released Oct. 1, 2003)

— In the first 4 days: 130,000 players, 90,000 concurrent
1 Population of S. Korea: 50 million
1 Population of Seoul: 10 million




More MMORPGs

1 World of Warcraft

— As of March 2007:

18.5 million players worldwide
— 2m USA, 1.5 Europe, 3.5 China

1$13-15 / month subscription
price
1= big money!




MIVIOSG:

No apparent Garre
Gozl excepl virtuzl
o/lstance

5 milllon accounts s
of March ‘07




MMOGs are growing

E nito://www.mrnoccnart.corn/




Networing

Toopology: Clieni-Server vs. P2P
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Networdng FReview

B The S-layer networy moclel;




[PV vs, [PVE

E\VWe're running out of [P addresses
E NAT Is nasty
E Not yet relevant to your garmnes




TCP

e g. WWW ‘
F Pros:
— Rellable delivery
— AuUtornzailc Reiransmission and Ordering
Congestlon Conirol

E Corns: 8

— Data overnead
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Heallaole UDP

B Write your own reliable UDP for
rnoves tnat rmust pe rellagle
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Lziiericy vs. Baridwicin

\
Laitency ‘

— Tne arnount of tirme It takes for data to go frorm
A and B.
Barclwiclir

— rlow rmucn data we car rmove frorm Ato B per
tirne unit.




Flow 1o cope w/ parncdwidin issues

Use orJ~"rJe fl/ COrMpression ( nignt increase latency)
T' fe orJJ/ vvrl/ ro mrrrwr rerll Ice 'oe mrlvvlrl 'r JS (O snere

[T you are rsmﬁlr"r & carefl
AOE w/ audio-chnet neecd
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L, rlrJrIvvlrIrrJ IS 2 non-issue (2.9,
al most 8rnps).

(s & worlds,
pandwiclin does becorrne an Issue again. Use norl-
nloc *k]ru sirearmning, visioility culling, levels of detail, and
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Flow to cope wiin laierncy 1ss

E|fyou
(Jelrne

E Solutlon: Predict tne fut
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ver lrnolerneniatiorn

[
(Urix) {
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Creziie a socket with a1 call 1o socket()

Crezie and Inlilalize a socket address strucure  witn tne
P address setio INADDR_ANY (ine server will listen or
any 1P address) and the gort to wricriever one you wisr

o use,

Call ind() to bind ine socket address to the socket,

Call listen() to Indicate that tnis Is a passive socket | tnat
we Warll to accegl incorming requesits rainer tnarn rnaxe
oLUtgoing ones. \
Enter a loop in wricr we:

— Call cl.ggeor() to walt for an Incorning connection —

/)

— Jerwe tne recquests on all open connections
— rlandle any closings to connecisions
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sizleQ rlmrl cast (o uns)

Serlallzation In C-+-+

necl cnar polriters ‘
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rlow to send arrays -+ polriers.

B A 0t rore lapor-internsive. ‘
You need to “flatten” your class...follow
cvery-polnier, cereference and
-lr

friern unserlallze tnern orn tne oiner

serlalize It
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sending tne data

— 1 pyie for type of pacret
— 4 pyies for size (n) of pacret
— 11 pyies for data
F Plus addiiional daiza for e.q.
secuencing, ime-siar JOJrg 2iC




VWriait to Use in *your® garne:
Protocol {
Botn TCP and UDP are viaple cnolces ‘

May deoernd ontyoe of garme arnd
netvvork]ng onvironrnernt

Gett JrJJ UDP to work relianly ey result in)
rzjor irmnplernentation and deougyging
Issues... pe aware of Unexpeciad race \
COriC JJEJJ(J?‘.
Use higher lavel garne-networking T
lioraries.
I————
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Topology: Peer

Eachn player simulaies ine
wriole world
Pros: recuced laiency, no
single p. of fallure
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Topology: Client-Server

\
E Two server flavors: ‘
— Ad-rioc servers: small group Jrlrr 25
rs: MIMIORP
B Two client IJcL\/O [s:

— Dedjcatacd searn

(\

— (“*Jﬂr:) sirmulate tne entire world, server nas
alltnoritative state: allows for client-sica cea
recioning (Quarxe I/ Flali-Life

- | ) ) T

— Clients for /O, all sirnulations at server: useful

for thin clients, and persistent-world VY CAiG mmm—
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Topology: Client-Server




VWriait to Use In *your® garrne:
Tooology

E Clleni-Server.
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MMOG Tooology 2

B Eacrn server replicaies enilre world

11
)

B All are syncnronized




MMOG Tooology =

E World Is split up Into reglons.
E Inter-Fegion operatflons / iransitions
recuire synicnronizaior).




/() Ir‘rﬂd I'Fo
Exarnple: 209 Lire {
26,000 people logyed in sirmultaneously
20% rnoninly growir
34 T8 of user created contents
Nowy tnzit viritzl money==rezl rnoney, rellapllity needs to
pe Increased (nink bang iransactons).
Servers need to pe redundant, not-swappable,
Viriual rmoney ouys you pardwiclir)!
— Private island in 27 life gets you a designated server, \
Trnere Is 2 mapping petweer virtuzl location zind rezl
location In catacenier (iney nave 2).
Strearning nappens in & non-plocking fasnion to reduce
J

feel of latency.
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Disiriouted Cornouting Moclel




Disiriouted Cornouting Moclel
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It To use Ir “your® garne:
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Chezting

E A serious proolern?

E\Wny do we evern care?
— Cniesis can optaln financlal advantage
— Cniesiis ruln ine garne for all ine olayer
nooocly will puy/olay the garne
E Cneailng in Single Player Garnes

— We don't care
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Opservailons Aoolt
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Brewer's rule: Trie only waly to rmee a 5/5 err IOO%
cure is to cormpletely Isolate it (Eric Brew

— If you build it, they will corme - to naclk and cn
pecornes rrnore succaessiyl
ornoputer, ]3
er\/\/gr'/*

®
(@)
(@)
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— rlacking atternpts Increase as a garne

— Your garne, along witn everytning on th e
not secure - not rernory, not files, not devices i

— Opscurity Is not security

— Arny cornrmunication over an open line is
anzlysis and rmodification
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reflex augrmentation : Use z chieat to irnprove sorme aspect of
onysical perforrnance, sucn as tne firing rate or airmning

|
A\[,J'trJor]'ta't]\/e clients : Clients Issue cornrmarncds that are inconsistent
| 0la Mirnic |

Jr formation Exposure @ Clients ootain inforrmztion tnat snould ne
niclcler)

Comprornised servers @ A haciced server plases garmne-play toward

the group tnat knows of the hacks

Juys and Design Loopholes @ Bugs are found and exploited, or

ozirts of the grograun intended for one purpose are L sed) ror anotner

Er wironmental Weaxness @ Differences or proplerns with the OS or
network environmernt are explolted

—
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Fefle Augmenitation

Use a cneat to Ir nprove
performance, suchn as i)

Usually done oy packet

— Alming proses interce
pzople are, and altorr

— Rapid-fire proses tare
FLCHL Tne server vall de lies olayer aciio
)

[{5]9 Joorl ine playeris
— oolerr |5 callpration

et
J

L2 Malke 1t difficult t

— US' Ercryotion

— If using guaranteed de
Lnigue sequence of n.
exira packeis
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sorne aspect of prysicel
ne firirg reie or alrming
rnodification:

cornrnunications, oulld a rnap of wnere
itically snoot thern (; Jeads'mo&scnpt)

each ‘snoot” pacret and replicate it
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(o Insert non-valid pacrets

IJ\/er/ (TCP) serialize paclkets with a
Irnopers - cannot trien replicate or insert
—
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rlaicred clients can pe created in rmary ‘
WelyS: criarge ine execuianle, cnange
garne data in oiner flles, nack pacreis

— Use ar on-server computation rnoclel w/ tnin-
clients (not feas oJe) \
— ezcn player actlon s criecred for validity OfL_

[ —

tne server using neuristics
— Cnecr clients’ rermory footprini. S
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Inforrneation =
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— Agzln, Use neuristics -

— Cornpile staiisiics or dravvmg, 2Ar1c

JOJJ/JJHS clrawn)

— Erncrypt data in mernory to avoid passiv

1ssics: Modify the render
[ morm/ Mmeps to rermove tne foy of war
very good ai nrJrImJ ine loca
Jor/, and rnodifying thern iran
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Comorornised Sery
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Meny servers have custornization options, and the cormmunity 1s

encouraged to mocdify the server

— Tnisis compleiely legal

rlowever, as a garne pecorne gopular, naive people start to play i

garne

— Tney do not nave tne skills or knowledge to crieck tnzat the server they
are playing on is “pure”

— Tney will grow frustrated, olarne the developer, and complain to their
friends

—
R

Some modifications can be very Insidious, and mzay not be legal. For
mrnoJe, nack the ser/er to do different darnage for opponents, arnd \
szl differences add up
Solution Is to warn peogle wrer the y connect to trie server, eric
about any gtner non standard properties (found tnrougn validation—_
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BUys and Design 153
Sorne bugs enable cnealing, such 2 2 bug |
fast el OZLC IJ ng, or one inat Jm(orre I/ velidates

letworkine or event
r esploitations

n invelid network protocol synteuc/ buf

— Poorr

Or gtner
— Crasnes o
Think caref
Orl fJ <lﬂg

ffer overruns \

fully aout ine implicaiions of design decisions
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Environrmerntal Wealkneaesseas

\
Facllities to deal witn the OS or networ rmey ‘
leaive you vulneraole 1o sorme forms of atiack
— Dangers of scrigting languages
— Network conneciion drops / denial of service
overloadling

Sorne crigals desiroy ine dame for every player
| N\

(tlp the poard) wnicr can pe useful If you are
losinc

J s .\
Otners knock off a specific olayer (your worst
erierny, ore assurmes) _—







Cheailng -
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E Prevening Cneaits ¢
Irmnpossiole,

Conclusion

cormopletely is

E Good desum calr rmeuce It narder and

conialn tne darmage.




Neayt Time

E Sound & Multirnedia
E AL, Pain Finding, Rooois!




