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AnnouncementsAnnouncements

SVN repositories are up (use them!)SVN repositories are up (use them!)
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Multiplayer GamesMultiplayer Games

Why Multiplayer Games?Why Multiplayer Games?
– Humans are better at most strategy than 

current AIs
– Humans are less predictable
– Can play with people, communicate in natural 

language
– Add social aspect to computer games
– Provides larger environments to play in, with 

more characters
– Make money as a professional game player



TurnTurn--Based Multiplayer GamesBased Multiplayer Games

Pros: easy to implementPros: easy to implement

Cons: not really fun because players need Cons: not really fun because players need 
to wait for their turnto wait for their turn

Battle Chess (1988)
Whirlwind Snooker (1991)



SplitSplit--Screen and SharedScreen and Shared--Screen Screen 
MultiplayerMultiplayer

Pros: No latency issues. Nice, simple, fun!Pros: No latency issues. Nice, simple, fun!

Cons: scalability, physical locationCons: scalability, physical location

Split-Screen (Mario Kart Double Dash)

Shared-Screen (Battle Squadron)



Small Group Multiplayer GamesSmall Group Multiplayer Games

players form ad-hoc, short-lived sessions
any client can be a server
requires matchmaking service:
– built-in lobby or use GameSpy

Limited world size / player countLimited world size / player count

e.g. Shooters, RTS, Racinge.g. Shooters, RTS, Racing



Small Group Multiplayer GamesSmall Group Multiplayer Games

E.g. Counter StrikeE.g. Counter Strike

““Terrorists vs. SWAT Terrorists vs. SWAT 
teamteam””

According to Wikipedia According to Wikipedia 
““the most widely played the most widely played 
online firstonline first--person person 
shooter in the worldshooter in the world““ (as (as 
of May of May ’’06) 06) 

Released Released ’’9999……still still 
played today (CS Source)played today (CS Source)



Massive Multiplayer Online Games Massive Multiplayer Online Games 
(MMOGs)(MMOGs)

Persistent World State (sometimes even Persistent World State (sometimes even 
persistent character state)persistent character state)

Thousands of people playing Thousands of people playing 
simultaneouslysimultaneously

Most MMOGs are MMORPGsMost MMOGs are MMORPGs

Some are MMOSGs (SG= Social Games)Some are MMOSGs (SG= Social Games)



MMORPGsMMORPGs

Ultima Online (Origin Systems/EA, 
gold Sept. 27, 97):
– isometric view
– took 3 years to develop
– > 100,000 players in 1998
– 240,000 players in 2001,
– 225,000 in Apr. 2003

Everquest (Verant/Sony, gold Mar. 16, 
1999):
– first non-wireframe 3D entry,
– 300,000 players in 2000,
– 430,000 in 2002
– total revenue: $4 mil/month (BW, 11/9/01)



More MMORPGsMore MMORPGs

Lineage & Lineage 2
– In S. Korea

4 million players in 2003,
110,000 concurrent players!

– Lineage II (3D) developed by UO’s/Destination 
Games’ Richard Garriott (released Oct. 1, 2003)

– in the first 4 days: 130,000 players, 90,000 concurrent

Population of S. Korea: 50 million

Population of Seoul: 10 million



More MMORPGsMore MMORPGs
World of WarcraftWorld of Warcraft
–– As of March 2007:As of March 2007:

8.5 million players worldwide8.5 million players worldwide
–– 2m USA, 1.5 Europe, 3.5 China2m USA, 1.5 Europe, 3.5 China

$13$13--15 / month subscription 15 / month subscription 
priceprice

= big money!= big money!



MMOSG: 2MMOSG: 2ndnd LifeLife

No apparent Game No apparent Game 
Goal except virtual Goal except virtual 
existenceexistence
5 million accounts as 5 million accounts as 
of March of March ‘‘0707



MMOGs are growingMMOGs are growing

http://www.mmogchart.com/http://www.mmogchart.com/

2nd Life Signups, Jan to March ’07 (wikipedia)



NetworkingNetworking

Topology: ClientTopology: Client--Server vs. P2PServer vs. P2P
Computing Model: Distributed Object vs. Computing Model: Distributed Object vs. 
Message PassingMessage Passing
Protocol: TCP vs. UDPProtocol: TCP vs. UDP
SocketSocket--Level programmingLevel programming
Bandwidth / Latency tradeoffsBandwidth / Latency tradeoffs
ConsistencyConsistency
Cheat ProofingCheat Proofing



Networking ReviewNetworking Review

The 5The 5--layer network model:layer network model:

IP

TCP / UDP

WinSocks / Unix Sockets

Your Game



IPv4 vs. IPv6IPv4 vs. IPv6

WeWe’’re running out of IP addressesre running out of IP addresses

NAT is nastyNAT is nasty

Not yet relevant to your gamesNot yet relevant to your games



TCP TCP (Transmission Control 
Protocol)

e.g. WWWe.g. WWW
Pros:Pros:
–– Reliable deliveryReliable delivery
–– Automatic Retransmission and OrderingAutomatic Retransmission and Ordering
–– Congestion ControlCongestion Control

Cons:Cons:
–– Data overheadData overhead
–– Packet size limitationPacket size limitation
–– Increased latency due to waiting for ACKs.Increased latency due to waiting for ACKs.



UDP (UDP (User Datagram Protocol)

Pros:
– Faster (in terms of latency)

Cons:
– unreliable delivery

– no retransmission, packets not ACKnowleged, 
no reordering

– no congestion control

– so, more or less, plain IP service



Reliable UDPReliable UDP

Write your own reliable UDP for Write your own reliable UDP for 
moves that must be reliable moves that must be reliable 
(e.g. sniper shots)(e.g. sniper shots)
Desirable features:Desirable features:
–– Error control: use checksumError control: use checksum
–– Ordering: use sequence #Ordering: use sequence #
–– Reliability: Reliability: ackack packet (e.g. packet (e.g. 

cumulative), retransmit if not cumulative), retransmit if not 
ackack’’eded, timeout of average round , timeout of average round 
trip time.trip time.

–– Flow Control: donFlow Control: don’’t send more than t send more than 
target can handle; e.g. use stop target can handle; e.g. use stop 
and wait sliding window.and wait sliding window.



Latency vs. BandwidthLatency vs. Bandwidth

LatencyLatency
–– The amount of time it takes for data to go from The amount of time it takes for data to go from 

A and B.A and B.

BandwidthBandwidth
–– How much data we can move from A to B per How much data we can move from A to B per 

time unit.time unit.



How to cope w/ bandwidth issuesHow to cope w/ bandwidth issues

Assume a certain lower limit e.g. 56 Kbps.Assume a certain lower limit e.g. 56 Kbps.
Use onUse on--thethe--fly compression (might increase latency)fly compression (might increase latency)
The only way to further reduce bandwidth is to share The only way to further reduce bandwidth is to share 
less state and require more local client computation.less state and require more local client computation.
If you are smart & careful, bandwidth is a nonIf you are smart & careful, bandwidth is a non--issue (e.g. issue (e.g. 
AoE w/ audioAoE w/ audio--chat needs at most 8Kbps). chat needs at most 8Kbps). 
However with player created objects & worlds, However with player created objects & worlds, 
bandwidth does become an issue again. Use nonbandwidth does become an issue again. Use non--
blocking streaming, visibility culling, levels of detail, and blocking streaming, visibility culling, levels of detail, and 
prepre--fetching.fetching.



How to cope with latency issuesHow to cope with latency issues

If you wait for all the data to show up, the If you wait for all the data to show up, the 
game will always be game will always be ‘‘laggedlagged’’..

Solution: Predict the future and Solution: Predict the future and ‘‘throwthrow’’ the the 
usersusers’’ commands forward to a future turn commands forward to a future turn 
–– no stoppingno stopping

Pick a turn length that is right for your Pick a turn length that is right for your 
game, and decide early what is acceptable game, and decide early what is acceptable 
performance.performance.



Typical Latency RequirementsTypical Latency Requirements

RTS:  250 ms not noticeable, 250-500 ms 
playable, > 500 ms noticeable
FPS:  150 ms preferred
Car racing: < 100 ms preferred, 100-200 
ms sluggish,  500 ms, car out of control
Players’ expectation can adapt to latency
It is better to be slow but smooth than to 
be jittery



LowLow--Level Server Implementation Level Server Implementation 
(Unix)(Unix)

Create a socket with a call to socket() Create a socket with a call to socket() 
Create and initialize a Create and initialize a socket address strucuresocket address strucure with the with the 
IP address set to INADDR_ANY (the server will listen on IP address set to INADDR_ANY (the server will listen on 
any IP address) and the port to whichever one you wish any IP address) and the port to whichever one you wish 
to use. to use. 
Call bind() to bind the socket address to the socket. Call bind() to bind the socket address to the socket. 
Call listen() to indicate that this is a Call listen() to indicate that this is a passive socketpassive socket , that , that 
we want to accept incoming requests rather than make we want to accept incoming requests rather than make 
outgoing ones. outgoing ones. 
Enter a loop in which we: Enter a loop in which we: 
–– Call accept() to wait for an incoming connection Call accept() to wait for an incoming connection 
–– Service the requests on all open connectionsService the requests on all open connections
–– Handle any closings to connectsionsHandle any closings to connectsions



Serialization in C++Serialization in C++

sizeof() and cast to unsigned char pointers sizeof() and cast to unsigned char pointers 
are your friends.are your friends.

If you can manage to put everything in a If you can manage to put everything in a 
class or struct without complex subclass or struct without complex sub--
classes / pointers then serialization is classes / pointers then serialization is 
relatively easy.relatively easy.

Pointers and Dynamically sized objects Pointers and Dynamically sized objects 
(e.g. vector<>) create problems.(e.g. vector<>) create problems.



How to send arrays + pointers.How to send arrays + pointers.

A bit more laborA bit more labor--intensive.intensive.

You need to You need to ““flattenflatten”” your classyour class……follow follow 
everyevery--pointer, dereference and serialize it, pointer, dereference and serialize it, 
then unserialize them on the other side.then unserialize them on the other side.



Sending the dataSending the data

E.g. E.g. 
–– 1 byte for type of packet1 byte for type of packet

–– 4 bytes for size (n) of packet4 bytes for size (n) of packet

–– n bytes for datan bytes for data

Plus additional data for e.g. UDP Plus additional data for e.g. UDP 
sequencing, timesequencing, time--stamping, etcstamping, etc……



What to use in *your* game: What to use in *your* game: 
ProtocolProtocol

Both TCP and UDP are viable choicesBoth TCP and UDP are viable choices
May depend on type of game and May depend on type of game and 
networking environmentnetworking environment
Getting UDP to work reliably may result in Getting UDP to work reliably may result in 
major implementation and debugging major implementation and debugging 
issuesissues…… be aware of unexpected race be aware of unexpected race 
conditions.conditions.
Use higher level gameUse higher level game--networking networking 
libraries.libraries.



Topology: PeerTopology: Peer--22--PeerPeer

P2P O(N^2) unicast P2P O(N^2) unicast 
connectionsconnections
–– Each player simulates the Each player simulates the 

whole worldwhole world
–– Pros: reduced latency, no Pros: reduced latency, no 

single p. of failuresingle p. of failure
–– Cons: not scalable (each client Cons: not scalable (each client 

must send/receive nmust send/receive n--1 1 
messages)messages)

Used in Age of EmpiresUsed in Age of Empires



Topology: ClientTopology: Client--ServerServer

Two server flavors:Two server flavors:
–– AdAd--hoc servers: small group gameshoc servers: small group games

–– Dedicated servers: MMORPGDedicated servers: MMORPG

Two client flavors:Two client flavors:
–– Clients simulate the entire world, server has Clients simulate the entire world, server has 

authoritative state: allows for clientauthoritative state: allows for client--side dead side dead 
reckoning (Quake III / Halfreckoning (Quake III / Half--Life)Life)

–– Clients for I/O, all simulations at server: useful Clients for I/O, all simulations at server: useful 
for thin clients, and persistentfor thin clients, and persistent--world MMOG.world MMOG.



Topology: ClientTopology: Client--ServerServer

advantages: each client sends 
only to server, server can 
aggregate moves
advantages (dedicated servers):
– cheat-proofing, server can be
– better provisioned, persistent states 

(for MMOG)

disadvantages: longer delay, 
server bottleneck, single point of 
failure, needs server management



What to use in *your* game: What to use in *your* game: 
TopologyTopology

ClientClient--Server.Server.



MMOG Topology 1MMOG Topology 1

Each server contains independent worldEach server contains independent world

Players pick a server and connect.Players pick a server and connect.



MMOG Topology 2MMOG Topology 2

Each server replicates entire worldEach server replicates entire world

All are synchronizedAll are synchronized



MMOG Topology 3MMOG Topology 3

World is split up into regions.World is split up into regions.

InterInter--Region operations / transitions Region operations / transitions 
require synchronization.require synchronization.



Example: 2Example: 2ndnd LifeLife

36,000 people logged in simultaneously36,000 people logged in simultaneously
20% monthly growth20% monthly growth
34 TB of user created contents34 TB of user created contents
Now that virtual money==real money, reliability needs to Now that virtual money==real money, reliability needs to 
be increased (think bank transactions).be increased (think bank transactions).
Servers need to be redundant, hotServers need to be redundant, hot--swappable.swappable.
Virtual money buys you bandwidth!Virtual money buys you bandwidth!
–– Private island in 2Private island in 2ndnd life gets you a designated server.life gets you a designated server.

There is a mapping between virtual location and real There is a mapping between virtual location and real 
location in datacenter (they have 2).location in datacenter (they have 2).
Streaming happens in a nonStreaming happens in a non--blocking fashion to reduce blocking fashion to reduce 
feel of latency.feel of latency.



Distributed Computing ModelDistributed Computing Model

Distributed objects:
– characters and 

environment maintained 
as objects

– player inputs are applied 
to objects (at server)

– changes to objects 
propagated to all players 
at end of game loop

– object update usually 
implemented as one or 
more library calls



Distributed Computing ModelDistributed Computing Model

Message passing:
– player inputs (either button 

pushes or higher-level 
movements) are sent to 
other players (or server)

all players update their 
own game state
or server updates the 
global game state and 
send it out to all players



What to use in *your* game: What to use in *your* game: 
Computing ModelComputing Model

Both Message Passing & Distributed Both Message Passing & Distributed 
Objects are good.Objects are good.

Again, itAgain, it’’s Games Game--Dependent. For your Dependent. For your 
projectsprojects……use whatuse what’’s easiest to implement.s easiest to implement.



Networking in GamesNetworking in Games

Differentiate between in-game networking and 
backend infrastructure
Backend infrastructure:Backend infrastructure:
– lobby where gamers meet
– authentication and CD key checking
– accounting and billing
– ranking and ladder
– reputation and black list
– buddy lists, clans, and tournaments
– mods and patches management
– virtual economy
– beware of DDoS



CheatingCheating

A serious problem?A serious problem?

Why do we even care?Why do we even care?
–– Cheats can obtain financial advantageCheats can obtain financial advantage

–– Cheats ruin the game for all the players, thus Cheats ruin the game for all the players, thus 
nobody will buy/play the gamenobody will buy/play the game

Cheating in Single Player GamesCheating in Single Player Games
–– We donWe don’’t caret care



Observations About CheatingObservations About Cheating

BrewerBrewer’’s rule: The only way to make a system 100% s rule: The only way to make a system 100% 
secure is to completely isolate it (Eric Brewer, 1996)secure is to completely isolate it (Eric Brewer, 1996)
PritchardPritchard’’s Rule:s Rule:
–– If you build it, they will come If you build it, they will come -- to hack and cheatto hack and cheat
–– Hacking attempts increase as a game becomes more successfulHacking attempts increase as a game becomes more successful
–– Your game, along with everything on the cheaterYour game, along with everything on the cheater’’s computer, is s computer, is 

not secure not secure -- not memory, not files, not devices and networksnot memory, not files, not devices and networks
–– Obscurity is not securityObscurity is not security
–– Any communication over an open line is subject to interception, Any communication over an open line is subject to interception, 

analysis and modificationanalysis and modification



Types of CheatsTypes of Cheats
Reflex augmentationReflex augmentation : Use a cheat to improve some aspect of : Use a cheat to improve some aspect of 
physical performance, such as the firing rate or aimingphysical performance, such as the firing rate or aiming
Authoritative clientsAuthoritative clients : Clients issue commands that are inconsistent : Clients issue commands that are inconsistent 
with the gamewith the game--play, or mimic the serverplay, or mimic the server
Information ExposureInformation Exposure : Clients obtain information that should be : Clients obtain information that should be 
hiddenhidden
Compromised serversCompromised servers : A hacked server biases game: A hacked server biases game--play toward play toward 
the group that knows of the hacksthe group that knows of the hacks
Bugs and Design LoopholesBugs and Design Loopholes : Bugs are found and exploited, or : Bugs are found and exploited, or 
parts of the program intended for one purpose are used for anothparts of the program intended for one purpose are used for anotherer
Environmental WeaknessEnvironmental Weakness : Differences or problems with the OS or : Differences or problems with the OS or 
network environment are exploitednetwork environment are exploited



Reflex AugmentationReflex Augmentation

Use a cheat to improve some aspect of physical Use a cheat to improve some aspect of physical 
performance, such as the firing rate or aimingperformance, such as the firing rate or aiming
Usually done by packet modification:Usually done by packet modification:
–– Aiming proxies intercept communications, build a map of where Aiming proxies intercept communications, build a map of where 

people are, and automatically shoot people are, and automatically shoot them (Headshotthem (Headshot--script)script)
–– RapidRapid--fire proxies take each fire proxies take each ““shootshoot”” packet and replicate itpacket and replicate it

Fix #1: The server Fix #1: The server validatesvalidates player actions player actions -- if they are if they are 
too good the player is considered a cheat and kicked outtoo good the player is considered a cheat and kicked out
–– Problem is calibrationProblem is calibration

Fix #2: Make it difficult to insert nonFix #2: Make it difficult to insert non--valid packetsvalid packets
–– Use EncryptionUse Encryption
–– If using guaranteed delivery (TCP) serialize packets with a If using guaranteed delivery (TCP) serialize packets with a 

unique sequence of numbers unique sequence of numbers -- cannot then replicate or insert cannot then replicate or insert 
extra packetsextra packets



Authoritative ClientsAuthoritative Clients

Hacked clients can be created in many Hacked clients can be created in many 
ways: change the executable, change ways: change the executable, change 
game data in other files, hack packetsgame data in other files, hack packets

Fixes:Fixes:
–– Use an onUse an on--server computation model w/ thinserver computation model w/ thin--

clients (not feasible)clients (not feasible)

–– Each player action is checked for validity on Each player action is checked for validity on 
the server using heuristicsthe server using heuristics

–– Check clientsCheck clients’’ memory footprint.memory footprint.



Information ExposureInformation Exposure

Some classics: Modify the Some classics: Modify the rendererrenderer to make walls to make walls 
transparent, modify maps to remove the fog of wartransparent, modify maps to remove the fog of war
Hackers are very good at finding the locations of key Hackers are very good at finding the locations of key 
data in memory, and modifying them transparentlydata in memory, and modifying them transparently
Fixes:Fixes:
–– Again, use heuristics + statistics to detect unlikely actionsAgain, use heuristics + statistics to detect unlikely actions
–– Compile statistics on drawing, and see of they look off (Compile statistics on drawing, and see of they look off (egeg # # 

polygons drawn)polygons drawn)
–– Encrypt data in memory to avoid passive attacksEncrypt data in memory to avoid passive attacks



Compromised ServersCompromised Servers
Many servers have customization options, and the community is Many servers have customization options, and the community is 
encouraged to modify the serverencouraged to modify the server
–– This is completely legalThis is completely legal

However, as a game become popular, naHowever, as a game become popular, naïïve people start to play the ve people start to play the 
gamegame
–– They do not have the skills or knowledge to check that the serveThey do not have the skills or knowledge to check that the server they r they 

are playing on is are playing on is ““purepure””
–– They will grow frustrated, blame the developer, and complain to They will grow frustrated, blame the developer, and complain to their their 

friendsfriends
Some modifications can be very insidious, and may not be legal. Some modifications can be very insidious, and may not be legal. For For 
example, hack the server to do different damage for opponents, aexample, hack the server to do different damage for opponents, and nd 
small differences add upsmall differences add up
Solution is to warn people when they connect to the server, and Solution is to warn people when they connect to the server, and 
about any other non standard properties (found through validatioabout any other non standard properties (found through validation)n)



Bugs and Design IssuesBugs and Design Issues

Some bugs enable cheating, such as a bug that enables Some bugs enable cheating, such as a bug that enables 
fast reloading, or one that incorrectly validates fast reloading, or one that incorrectly validates 
commandscommands
Some design decisions make cheating easier:Some design decisions make cheating easier:
–– Embedding cheat codes in single player mode makes it easy for Embedding cheat codes in single player mode makes it easy for 

a hacker to track down the variables that control cheatsa hacker to track down the variables that control cheats
–– Poor networking or event handling can allow repeat commands Poor networking or event handling can allow repeat commands 

or other exploitationsor other exploitations
–– Crashes on invalid network protocol syntax / buffer overrunsCrashes on invalid network protocol syntax / buffer overruns

Think carefully about the implications of design decisions Think carefully about the implications of design decisions 
on hacking on hacking 



Environmental WeaknessesEnvironmental Weaknesses

Facilities to deal with the OS or network may Facilities to deal with the OS or network may 
leave you vulnerable to some forms of attackleave you vulnerable to some forms of attack
–– Dangers of scripting languagesDangers of scripting languages

–– Network connection drops / denial of service Network connection drops / denial of service 
overloadingoverloading

Some cheats destroy the game for every player Some cheats destroy the game for every player 
(tip the board) which can be useful if you are (tip the board) which can be useful if you are 
losinglosing

Others knock off a specific player (your worst Others knock off a specific player (your worst 
enemy, one assumes)enemy, one assumes)



Industry SolutionsIndustry Solutions
to Battle Cheatingto Battle Cheating

E.g. ValveE.g. Valve’’s Antis Anti--CheatCheat
–– Basically a dataBasically a data--base with known cheats and base with known cheats and 

heuristics on how to detect themheuristics on how to detect them

–– Server is allowed to scan clientServer is allowed to scan client’’s RAM (details s RAM (details 
unknown)unknown)

–– False positives?False positives?

–– Cat & Mouse GameCat & Mouse Game



Cheating Cheating -- ConclusionConclusion

Preventing Cheats completely is Preventing Cheats completely is 
impossible.impossible.

Good design can make it harder and Good design can make it harder and 
contain the damage.contain the damage.



Next TimeNext Time

Sound & MultimediaSound & Multimedia

A.I., Path Finding, Robots!A.I., Path Finding, Robots!


